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Abstract: Advanced Persistent Threats (APTs) have emerged as one of the most severe challenges to modern cyber-
security defense systems due to their extreme stealthiness, prolonged duration, and multi-stage nature. Although provenance-
based analysis of host logs provides structured support for threat detection by correlating isolated system events into granu-
lar behavioral auditing paths, existing research still faces a core bottleneck: in complex system environments, attackers often
disguise malicious activities as benign behavior through low-frequency operations, rendering traditional detection schemes
based on signatures or static rules highly susceptible to failure when encountering zero-day attacks. To address these chal-
lenges, this paper proposes a Hierarchical-Aware Graph Masked Autoencoder framework for APT detection. The primary
innovation of this framework lies in the introduction of hierarchical topological knowledge to guide the masking process,
fundamentally overcoming the limitations of blind random masking. Specifically, the model integrates three targeted strate-
gies: Global-Aware Masking (GAM), Local-Aware Masking (LAM), and Element-Aware Masking (EAM). GAM aims to

preserve the macro-structural stability of the provenance graph; LAM focuses on characterizing neighborhood interaction
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logic between entities; and EAM addresses fine-grained entity attributes. This hierarchical design effectively filters out non-
structural system noise during the pre-training phase while maximizing the retention of critical causal logic chains. Notably,
the node-level consistency constraint models at an atomic scale, effectively circumventing the risk of signal dilution caused
by global aggregation in traditional graph representation learning. This ensures that even under extremely imbalanced sam-
ple distributions, faint attack signals can still obtain sufficient gradient responses through the loss function, thereby mathe-
matically guaranteeing the logical alignment between training objectives and point-wise anomaly detection tasks. During
the detection phase, the framework employs an unsupervised anomaly detection algorithm to quantify node anomaly scores
based on the embedding distributions of entity types, enabling the precise identification of malicious behaviors that disrupt
local causal chains. Comprehensive evaluations were conducted on multiple authoritative public datasets, including
StreamSpot, Unicorn Wget, and DARPA E3. Experimental results demonstrate that the proposed framework achieves an av-
erage precision of 98.49% and an F1-score of 98.97%. Compared to state-of-the-art baselines, our method exhibits superior

robustness and recall in scenarios with extremely low attack base rates, effectively identifying subtle anomalous signals

throughout the entire APT lifecycle.
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Figure 2 Overall architecture of the APT detection framework based on hierarchical-aware graph autoencoders
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OB, T AEME 5 M X R A T SR, 2 T R Y
i EME . XA RE B B BRI OCHE
PRI 2R B (8] G — A o o 1) < R - - S-S - I
Ui ), T GNN Fa b g wE LU A2 458 1) (8] vh 2 2] B A7 &
SCHY TR SCF B R AT R A T o TR R AT
55 (AR 1 HEA oy BE V21 s LA 4R ) B A
AU oy 08 Ay 15 B4 (B B AT R SR, TG JE R 2 S TR R R i
NFIR .

SRy fifp DR I TR) AL, AT e P B — A B AL A A
72 51— 2 A3 TR0 R 8 T 1 38 A5 2E AL
B Z ML B bR O B S SR F M B A SRS A
&, AT 515 GNN i i 25 27 > [ 1 TR J2 45 F ek
AR R MGE T . RATWHEID A i ds I AR — 3
W, T A DA =[] R B2 4 Jay B AT Jmg 8 SR R R T
FIBHOR S BT I AR F 5, Il e A A [a) 1
P X —id ARy B B O 2R AT 55 A6 B Bt
W T A RV, 3 G =V, E.X), SBHEFEFFE A,
I SRRE X ={x,,x,, x5, -ox, b, YIZRIE X 4% 5 p 5 0
BEE M VA 52 1) i w O A

= His Z:EM (2)
X, igM

4 J5y & 8 1% ( Global-Aware Masking , GAM ) : 1%
TS 5 TE R B TR 0 4 Jey G P R S5 48 Z2 AR 0 O
TSR R n T SOE R . FeATE SR
FH O O WIR G b AT B RAT
BB A A A BT A v, B R R G
Cr)#C(v;)o 1EA ARSI, GAM 2 /D % % m
R S BRI b, I S U A B A S — 2 Ty
AT C g0 T [R) — B30 60 19 799 55005 0 AN AH
B X ARSI TR N ORI T G TR B
A V) SE P 3 A AR R R ) RS DG
FORA JRy 4 D R0 PR R H A WA Y Y

J5 TR B i A5 (Local-Aware Masking , LAM ) : okl
7 A TR A A B TUAR (R 3 [l RS AR 2 o) 2y a2
RYY Ry A8 AC B o FEWRIR R V8 2705 AT S v EE AR
o, FLAR B AT DU B b DA AR I HE T 11 ok o 32 R

A VB AT T ) g S [ 08 T 50 oA 3 A X b Jeg AR
TR,
en(v,v)= | N)ANE) (3)

Hop  Ne)RETUR v, B mES | - [IUREST
A5 R I T8 B, R AR LA CF 4L D7 5K
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THR T AT TO 0k e [ &0 8 (0 AR AL , O AR AR 5 i =2 1)
149 AH AR B8 7 HE 7, 358 B Top — k 118 T 50T I 41 14t 38
24— RO B TR

JC Z J& 15 (Element-Aware Masking, EAM) :
BT S A AR b P O E B R JEATHE Y, LA A
DA B AR 2E 2, B FRAT i A T A AT
R BE  ORF 00 5T I B v W A R s FR AT
AR KR d (v) Bl — AN S a R o R A Ry
I3 — DAL w, = (d(v))ao RIE L E I x el v
T A AR EAT A Ak, FRATAS 2 T A
v B R HEAT HE AT Y B A

P(v)= M (4)

> (dw)"”

Hov d (v) ST 05 v A B 30 B A PR R o B 1A,
FRAT AT LA 1 A 5] B2 04 49 0 (R SR AE AL, i E a<
0 ), 23 5 2 3G AT d) 558 /N 300 2515 0 I SR AR A R
T2 TE T X A A 47 A i HER T .
3.3 FEEBNZEIE

FE T IR AL F 0B D TR A ) S e U
VNS, 5 A A B e e T R AL A, SR A R
Ve R /G AR R R B (R T X NI N6
T1AATF 44, 7™ R 46 02 A TR 255 B ol HG A R TR ) R
ES A = 7 N

H T R —RORE S, AT T — M2 Kk
FAEAT SR A 55 YA AL A, i BIL A A A 0 JE B D 23 ]
o B5F [] K S A A ot B 5 A P Ok R AT A A
ELARJEFE i = Fh R ms 2R Bl i) 22 Bl S 5 41 28 A7 B RE 4
Hh Bt 5 R R A SRR SRR HE AT HE U B A

B TR AR RS R RS AR B Y
SERET AR o AT 3T AT AR AL ERAE &R R R
TU R =R R W o ) B A Y A A % A b B X oL ) A
WRG . BlJG AT 8-15 PAT A R4 45 b iy B LR Wi AR
B B, 38 a8 = A A pl RO T AR S, I
BE R AR S AMEA T . 1716-36 HEL SIS
SRAE B B, AR 12 Bl AL AR (4 (BN = AR A 3t v RAE —
AN T B3 ) A A RS n B Y e b SRR
55 37 47 R [R5 e IRt vk 4 A S

FRATRE b A Bk 110 9 AT B 18] 2 2% BE 3 kg 1 3
AT M B Gl VAT s E SRR, T L g
YL, NFPHERS s o o B 2 1A il Bt =35 4
A B« v 4 S JEH S A B%) eE [) & 2% B S O, JR)
PSR R A [R] A R 2 O ) Y RFIA] T G 3R R A
B S [V] 55 2% B 24 Sk OV Tog V), BRI I s 1) 991 £ g 1) (1]
BHSEN OV TAETE LN LR Be AL P5 B i Bk
O(L) ) L SR RE R S O(L V) U HE A5 137 FH , DR ik 4 51

i1 BRUEHRERER

BN G= (/4. X) HE LR p IR 4, AL
Wt SETYIR ORI 0= |(X, 110 |

L BBROAIR i, « 0,1, 0,1, < O;

2P« O P« P« 3.0«D

3. PR 1R A I

4. FOR t=1 TO E DO

5. M, 2JFHEIG.p)

6. M, < JEBHERS (G, p)

7. M, <« JLEEHET (G, p)
8. P« P,U{M,}

9. P,«PU{M,}

10. P, P,U{M,}

11. END FOR

12, A9 2: [ 5 LA A5 0 1
13. FOR t=1 TO L DO

14.  batch« @

15.  FORv=1TO E DO

16. r~Uniform(0, 1)

17.  IFr<0.2THEN
18. M«PJi,]

19. ipe (i,+1)%|P,|
20.  ELSEIFr<0.7 THEN
21. M« P[]

22. iy (i,+1)%] P,
23 ELSE

24. M«P[i,]

25. i (i,+1)%| P,
26. END IF

27 X« SR (X.M)

28 batch < batch U {( X, 1)
29.  ENDFOR

30. O« QUibarchy

31. END FOR

32. RETURN Q

S Bt (] TF 85 AL O, fili 1 55 B i i AL 48 A5 1) 3457 30 1)
) 52 2% BERE B Ok TN ZRak 3, eSS 2 44 8T
T, T BN ON - L - V)25 [ 476 N - LASTAE )
FEr & 3R UE T S 2 10 AR BRI 5 R R R
A
3.4 BERRES

BTATHYE F 2= By Bt B s 4% 9 8 R
SC— B | AR B g A8 B, A O AR S5 R IR
VAN T 5 B 1 G = (V, 4, X)), 38 3 25 B 2% 2



8 BT

EE ¢

2 MR R IR H, 1 s 0 — BV P o 24 3 [ —
T RTEAS R HE AL A T i A 3R 1 — Sk, Ja i Al
> A i Jay B AR S A B0 ek A 1 PR S R AE o B
2% PH i A 2% 38 ok FR AR S A 5 A5 0 A 4R A S S
FF H A A 1 T SURRAE DAY A5 AL 2 25 A
AR BT ORI RUG R B R RE

o 7 Bl R R (0 A AT G, SRR A M X
B PIERAY X T AR MAERD B v, ¢ M, HAROE X AR
Fi R IR T SR X X T RS 15 5 v, e M, HAF
3, et AT ST e R X
3.4.1 EBRHmEHE

V] i i 28 B A e DT A B 18] G o 4R B A
AN R TR SUBHMIRA | e A W — T TR R AR
W H e RVxd' )

FATT e 1 BT 33 = 3 W 2% (GAT) A S G B 45 1 -
TEEH . GAT WO ILHTE T E RS A H &)
BLH 75 2R A 40 A B Sy AN [a] 4 40 8 49 s 43 B AN ]
Y VAL . X AR R R A A b DG E P —
AR G0 S AR B AR J X AT 0 TR AR R AN TR
M. Fln, — 43S cmd.exe (—A~ 3 K A7 24741
56 ) )22 H, A1 H H 5 svehost.exe (— 7~ 3 JH ) Win-
dows IR 55 1 3£ ) 19 22 B, Fiy # 1L 1E #5707 B i | B B A
M EEE S,

it L2 GATHES M . FE55 12, GAT #%
W b2 iR A HOV (e HO=X) /A
I A HY,

X T A AR B 1 R, G GAT X 15 A
Y 1= 1JZFEAE A O R — AR =2 il n] 2 o] S M An
AR AR R O S8 R A B B AR i A
25 [A]

. 20 g (5)

AL S S RN AB R e N TR —
B KA Rt e, MR M e, %
IR R PVRRE T A i, FRATR AN R
JE T 22 P ZE AT o 52 3% T B I HLE O
LeakyReLU {1 ok B3 n Ak Ze vk, Horp || 36w ) &
Pk

e,"=LeakyReLU((a" Y[ 201z"] (6)

R THEE RS T s EAERRE , AT
H softmax PR B 5 55 i BT A 2B FE ke N Y e, HEAT
A, 75 B e & B E R I A a -
()
o) =softmax, (e} )= _oxplEy) (7)

> exp(e}))

keN,

ad WAL D ) =1 AR T AR SR LR 120

JjeN,

A BT kA
A R AR hO T i X H AR AR I Y
FHAE 20 FE AT AR AR 2], AT — A~ AR L PR

i O 0 R 2 R B
hgf>=a( S ag.?z_,@) (8)
JeN,

R TR A 2T 3k R O AR A BB 8 el 3R A Bk i AN
Ivi] 07 T A 3 UM B, GAT SR T 23k i Ll . %
B 347 AT KA S /9 1 8 I HL] A4 Skl
Hol 7 9 25 (W), T (@), i — i I AE
(@), A Sk B B A (B0 )0 FETRATIO SR 05 25 o
BATHE KA M5 1 AT PREAE NS 12 i & 0m A
A

Oh_ || K
W= K

(9)

a( 2 @) (WO »h}"“)
Jed,

Wit HEE LZXFEM £k CAT 2, Kl g iS 25 g%
AR S Z BRI AE B . RS AN I i & B
BN EE R A A TRZE LT SO AR
S
3.4.2 BELETX—HEAR

AT, GAT Hith 2527 > B 15 s A RN
et o) 2 i AR REALYE T80 Bl an il 2k
By — A R AR, 78 3 — I R vk b, HEAR i AT fig [N
Joy A AL SR W e K, S BOH R SUE B B .
A HOR ) 58 5 e 5 —fe kb, Wi AE 2R
RIS E A H® RIIEH , XA A s &1
W5 S0 S R AR, S BOR R

TATSIAT —Fh 7 559 1R SC— B0t 2 1L
H10, 5 A A A Y 5 E R ) SR R s R A R Y
PR A ASRRAE . Z AL 5 £ CAT 4t 28 I 17 TAE,
Xt 45N T G R R AR A 4 X R T L T AS () 55 s
IHERD 153 X,

AT S F)H ) 4% (GIN) 05 397 A [) 4
Bl BT S RR 12 GINX A S i R RE
B

h’=MLP"

WS h;!n) (10)

jeN,
EKJZGINRA G, AT A LI 8] Rz (975
B
1 V]

ESUb_ |m'C£;lS;ﬂSk
oz F 200 o i R oR W S i E L o T bR
HWEAE R A L kLA B, 38 o 3 Al 2 B, A TR 2
> AN it Ry 508 445 k) U8 2 1 AR B AR RRAE

Iz =z |

(11)
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3.4.3 [EfEAER

VL fiff B s 4% 1o AT 55 2 2 S0 2 0% 05 2 80 %) T A i
AR H e RM By My = >l 7 45 5% oR B50F B 1) B¢
BIR Lo M FFIEE M S5 TR R #8 - H 3
— Z P P ] B ke e [ AC AR A B, B AR PR AR A A o
B i A F R B REHI IR R 40 S AR g N TE B M, e
il AT 22 B, [R] I R HE T ke (0 BE AL 5 .

T RURRAE T AL R BT e A% O B BT 5%
TRAT 55 119 1 A 2 o e B 2 700 ) £} 0 TS 0 49 45 40 AiF X,
5 H G FRAE XS AT RE AR . 1 e FATT 42 U B 5] G
T840 5 T AT 10 A B TS R ik A B H o X 7 25 ) 2
i A B B A AL T AR S M ST SRR A A OF 4
IS B AT T T R BV AE IR H =R i € Mo
WATE B H it GATZ R A 40 BR3¢, I
fiff B s AL W, v AR R R R R [ D 0 o IE 4
JE d , F5 Jo T T S B A A5 A T MR AE X, (e M)
B X N R A T SRR AR X 22 ) ) 4 TR R R 2
(Scaled Cosine Error, SCE) '3k & L AHiF 15 25 .

oL P 12
TMEAED X)X

HLH XX, A3 AR A R 5 T R  y
KAEAGE 22 W 4 i A F o
47 AE F A 1 [F] I FRAT S LA T R A G0 45 4
R £, FRATINEL G SR A WG ALY 2%
IEREASE P DI P B AL SR A A 5 S A7 A A 19
MK Gj)e Ao
TAREALE P, : BT BEAL R A 1A A7 78 2 e 1Y
AN G ke A
FATH L — AR 0 2 2L Multilayer Per-
ceptron,, MLP) "2 3 0 4% 25 9 > 5 05 B0 98 78 0 A
(H, H,) 2 47 165 P00 B
p;=Sigmoid(MLP(H, // H})) (13)
ES,}TQFH FRUER) —o0A8 X ( Binary Cross-Entropy,
BCE)"“ 52 sREK AL AL MLP, H A2 i IEAREAS i F50
BRI 1, UREA R IR 45305 0: £, =
! 2 log(p;)- 2 log(1-p,)(14)

1
|7)pos| (i./)€ Pos |Pneg| (i.k)e P,
i i e /M L, 2 AR 0 b AR BT R AR
T TE 25 0] rh e S A5 50T, D i B2 A A

==
H e o

f Ji F AT o — A RS A Ok e RS B v B i
et :

1- 12)

ETolal:£ﬁ+a£5r+ﬁ‘cmv (15)
For o MBS 2 0N T 5 = AT 55 78 SRR

AL .

15 APT 62 37 57 v, Dol 35 s A5 A/ Ee ], A%
G R A R 5 S B R T W R . A HESRAE
I ZRPr Bod i Bt 35 sl 2 RE U R L] - 35 i &
R Wt O 1 S 0k S A RO 52 T ASE =Y AR B2 5 T
3 3ok 2 R[] — 9 AR AN [R) A AL BT A s — Btk
0 fd 25 4 4% o7 ) RAEAT N B R AR AS M AR E PE o X b
ZyHL 2T Nk F AR S 9 PR AT 55 TR RLRE b 32
B 3%, 0 g o A A BN R ) S R SR B B A L
FPETE T AR 45 4 P i 22 1 BEURREE
3.5 BEmFEWRN

& i B i 30 3k I 2 B B 9 R B S — Btk
2, RES TR 24 H1 R AT A S B AT A ) 25 4 A
ARV, R BT ARBIAT S R Y 2R 48 SR AR ik A 2 T
WEHERE T MZ R CERS SR T
T R P i JR A A R, o A SRS R i 5 X
SRR, S A s () RS R AR SO
RS ARG 000 A 55 2 A D — S T A S A T
[R] R

SR [ 52 & (BB k-NN 3592 Dk 0 7E T 98 90 %1 i A
23 1] {8 AN PP < AN [] S 20 ) R G S92 AR (g 91 52
LSO S AR AE TR M 28 B ) R M A A
BATHIRAN [R) B0 Jay T 8 1 5 & A o 5 S50FR it R
75 ) R A 8 AR S R PR T AT

PRI I AT T — ol 3 7 Jeg S %5 3 4815 (Local Cor-
relation Integral , LOCIT) 8 3¢ $h AT 53 9 R ), 122 5 vk 1Y
TEAN T R WA 2 7R, B0 3-10 A7 AR I 2R B it
RPERIIREE B, I O A b 5 s 2880 e H SR 19 1
RS d,, [1]5 11-23 473 50 A U39 s A z, 21 [
LR A 2 I8 /N B d (2, ), O GE i i e
LR EI BB A Y SR IE N K gypiee o

Fie 28 S i S T R Y SR R S, SRS i
N AR fi 125 82 0 Jm) ¢4 B2, 5 S i IR (L O R AT LA
KFERL, R AKX

dmin (Zv):minz,,e[j’[fv]” Zv_zb” 2
kadaptive(zv)z ‘{” Zv_ZbH 2<davg[ tv] |Zb € B[Zv]}‘

S:(dmm>4%wm) (16)
! kadaptive (Zv )+ 5 d [t,, ]

avg

Anomalous ifS,>6

Detection(z, )= { if S <0

Benign

4 KBS

4.1 ZWHEHEE
FATTHE A HE 2R L T Python 3.8 1 PyTorch 1.12.1
S AR AL PR PR R B, FRATT e S fd
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Hit2 BENSERD

BN RAEVIREAIRA E  , MBREAS R B SERRBIES T,
AT O

W SRS

1 AP TR A R U

2. FOR ALLtin T DO

3. E<«{zeE_,| type(z)=t}

4. d, [ TR (E,)

5. B« (E.d,,[1)

6. END FOR

7. AR ALK 5 B E BT
8.8«

9.FOR ALLz, in E,
10. ¢, «type(z,)

1. (E.d,,,)< Blt,]

DO

test

12, d;, < min, _ E’H z,—zll ,

13, hygypine < 0
14.  FOR ALLz,in E,DO

15. IF|z,-z,|,<d,,, THEN
16. Kagapive = Kadaptive |

17. ENDIF

18. ENDFOR

9. S« (dmm/(kadap“ve+()')) 5 (Al

20.  HS,HIES
21. END FOR
22. RETURN §

Python b 1fE P2 f# AT B4R E AL T H & SRR G st ik
MHAZH LR b5 FATH I NetworkX JZE 44 B2 4] 43
AT R PR 5 ) o R R I i B, ] el 225 IR 285 75 )
FHDGL 0.9.1 FESZ B . 75 fe 28 (0K U B BE , A SCHRE
A9 B SR R AR R T scikit-learn 1.2.2 JFE
B K-D B2 51k 52 B s A 3 AR 4 R . A LR Y
£ [7]— & Bt & A NVIDIA GeForce RTX 4090 GPU 1Y
PERENR 55258 L AT,

SRR L RO R 4R R 128, MRS R
BN 0.5, WIHE 2 R R 1107, W T A SCHE )2
DAL FNE S TR W, 4 JR) B L JR 35 8 A T R IR
B B R 43 R 0.3 .02 F110.5, 1R 440 2k sk 5k
Hp 235 R R S RN A A T SO R BB R By
S E 1 AN0.1,

Shy 4 T VA AR R (%) R I B L FRATTSR A T AN
toa DS OR 7l e N T AN 1 1 R & B O W - 1
1R IR & (False Positive Rate, FPR) . £ A {2 K6 I 471 3k, ,
FPR J2 i 2 A5 0 75 ¥ 12 R 00808 v 7 A A R 4 1)
R bR, FPROBRAG , 455780 (1% 5 FH 1 s o

4.2 HEENAE

T AT VEAG T 5 HRE SR G R FRATTHEZ A
7z A T 2 T 0 I R A s AR R EAT TSR . KA
W TR AT BB 5 22 b A S i ) LR AR AR 172920 R
[ AL B B R AT 1 b, FRATHE B AE 4R 43 S R
2K, A HE S [RDRE E B R AT 55 - 41t i 2 ( Batch-level )
LKL (Node-level ) .

b OB AR 0 AT 1 DL AR 2 v | 2R B 4R
B TE VAR B XT BE A R AT R M 500 254 E (1 BE
H: Ground Truth {7 F 93244, ] T35~ % B R F
AT AT AU A& B AT R, R TR AT 38 2 %o (5]
T G BT G A Ok 2 R G AR AT
Y SRR EE  FRATR AT T P b v A

Streamspot 2 : & B 341 & 600 AN IR I, b £y
& TR R AR sh i s — o s Beh 5t

Unicorn Wget' 2/ #5400 APT T il i (405 35 waet T
BAT R ERE 150 E, Hrb 1254t 2 RERY .

R2 MEFLNBHEESFEL AN A

Table 2 Data distribution for batch-level detection unit: count

itk & RS i
Streamspot 600 50463 897 709
Unicorn Wget 150 522 580 1925113

XoF S AR GBI A | 2 B AR B OR B AR AR Vg i
S P ORE B 2 7 R SR . FRATT SR T DARPA
E3" 5 dE 48 | 1% 803 42 3 i+ DARPA TC Engagement 3
W TE— D M IR RS T i B
FG00 815 Tl 0 BAIAT B 2 B B APT ik o 4
R33N, ATRAT =4 EEZAFEAE4E Theia  Trace
Fl Cadets, H: 3= 22 X ik 1] #5424 Firefox \Nginx J5 ], ¥
YRy R . 4HXF DARPA E354E , TRIS % E
J5 % A B 2T BN B B 1] 8 RN ThreaTrace'” 42 44 Y
Ground Truth 245 , Xl v ) 5 15 24T 1T AR S

R3 EEFRNBBESIRIBER AN A

Table 3  Data distribution for entity—level detection unit:count

pASE S R R BT il

E3Theia 1598 647 25319 2874 821
E3Trace 3220594 68 082 4080 457
E3Cadets 1614189 12 846 3303 264

4.3 ItEbCLE

Shy G THTPPAR A SCT B H A SR A Ak L FRATT B o
P T FP A A L IR AT AR AL AT T A ST I, B
Jo W 5 ERAT Y APT A6 0 5 vk HEAT LA

AR SCIT B TR A R A0 R T RE U 3R 4 TR &
TR IRATA B R AL Ir A B s 4 2R T s
IVERE o
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Table 4 Detailed detection results of the proposed model across different datasets
Bl B RVEEE =7 I 7 7T = T 1 O 3 17 B FEJCIES F14341 AUC

Streamspot 500 100 499.21 0.43 99.57 0.79 99.21% 99.57% 99.39% 99.67%
Unicorn Wget 125 25 124.53 0.47 24.51 0.46 98.13% 98.02% 98.22% 98.83%
DARPA E3Theia 319 475 25319 319 126 19 25300 349 98.64% 99.92% 99.28% 99.01%
DARPA E3Trace 616 021 68 086 615775 19 68 067 246 99.64% 99.97% 99.81% 99.63%
DARPA E3Cadets 344 327 12 846 343910 59 12787 417 96.84% 99.54% 98.17% 99.42%

FEE B PR AT 55, FRATT A9BSR AE Streamspot
B FIOS T Rt . X LT R
K i 2% B 3 T4 25 F Streamspot FUHE 4 iR PE , I
i 5 RAYETE sh i by 8 — P R B 3 5 BT L 1A
R [ 55 0 B I AE AR Fh 25 0 b S 3 e B AT IX 43k o
NP 3 BT /R 1 -SNES il WA 25 S i — A5 RS T 3k —
K, RAE IR AU R ATERFIE 2 (8] IR il 1 R B 4K
J5 LI W AT 4 A, DT Job 5 R AT 0 ARG I X . T %
B HL kKR A9 Unicorn Wget B iz B ERL T
SO B APT Xty , FRATTAY B BUAR SR PR A 1A 5 1Y
M B8 L F1 4050k 98.22% , A& 1 2 4y 98.13% , 44 [1]
3R 98.02% , 3X FE 43 UE W] TR AL AE Ak B R i
SN B AR

B3 AL Streamspot 4347 RIS
Figure 3 Clustering distribution of the StreamSpot dataset at the batch

level

TESEAR A AT 45 v, DARPA E3 $0¥8 48 DL Ho g
Y R AEEE R e 2 B B APT B0k XA 11 3
71N B T3 RIR I B R MR R T R R R, kAT
PR ARYAE T A = AR 4R LU TR n Pk e
T, AEEE B K U0 B B 4% 1 Trace BG4
b BEALSE BT 99.80% B F1 4 B, iR R R AL N
0.04% . 7F Theia £ % I, A AIEAS T 99.26% 1 F1
I3 R RR R 0.09% . 7E Cadets B4 4 I, F1 435K

ik 5 98.18% , IR M H 0.12% ., Fe A1k — 2 X Trace
1 Theia A AR 00K I XE A5 2R AT TR A 530, A BLED
i T % ztmp ¥ 13745 Fl profile i 2 AT X 28 5 KM
RGN 55 v FE AL AT R, AT A B A ATY e A 2
TN TS AE 1Y e %

R T A VAL IR AT A fE TR L S A
HY) e SE R I 7 ¥ AT 1O LSS, AR S s . AR
Streamspot 2% 4 20 F IR AT IR AT R B R
Streamspot[m _Unicorn'®’  ThreaTrace!'" I MAGICM%
BRI AT TR, SR AR AR ] AT AR
PERCIR: VoI O W s R v IS & /1 S N i e A R 1
RIEAK T MAGIC, (H iR 3 0 % 0k T HABB A . (E
13 VE B S | Streamspot 05 5 B T3 5640 B M, A
T LA A A A S BIRT 2 S 9 AT O AR Xl A

~ | ZHONRTEOBAE g ARG B P A (B AT
‘"“%& E| WSRO SRR B TSR PR . 7E Uni

corn Wgetﬁ?ﬁ%[mi , FRATT A A Y[R R AR R 2 B
b bR, X — DL AL T2 PR 8 b RE 6% 35 B
AR5 4R 1 N T A5 A . £ DARPA E3 U4 424 11
EANATFEIEE I, FA15 ThreaTrace il MAGIC X P 4>
S5 At T 1 2 W ARSI v R AT T A T B R IR T
AR RS DUk BEHE A, 31X — 42 T AR RE L3 A
T2 U A+ D A SR ek 3 ek R R 4 e R R 3 4 A
B G i i BE A8 4 A BB R Y R AMEAT AR, R
G bR 30— FOPE 2 PROE ok 2R REAS R RS A T A
T B RRE M R AL YT )R AT O SR B A Y
FE, DT R ATONT T R S8 T 2l i R 5 B 3 N ST R
I R 5 K A0 8 S A S A e SRy A [) 3 110 S AR 6 A 4
BT e A S

Ryt — 20 B AIE 2 U A HE B 5 W R A T AR SR RE P
A A0 B, A BT 5T 51 X DARPA E3 Trace ¥4 5
b Y OB I B8 7 R EAT T AT AR RO L AL
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Table 5 Experimental comparison between the proposed method and

existing detection models unit: %

UG/ S T[RRI | B | PR | RIRR
Streamspot | 73.23 89.14 80.40 9.82

Unicorn 92.02 | 93.21 98 2.61

Streamspot ThreaTrace | 98.54 | 99.23 99.01 0.59

Magic 99.41 | 99.57 99.23 0.61
(Ours) 99.21 | 99.57 99.57 0.75
Unicorn | 84.52 | 89.91 87.13 14.35
ThreaTrace | 93.25 | 98.31 95.71 7.41
Magic 98.02 | 96.00 96.98 2.00
(Ours) 98.13 | 98.02 98.22 1.42
ThreaTrace | 88.77 | 99.01 93.61 0.62
DARPAE3 Theia Magic 96.01 | 99.49 99.11 0.14
(Ours) 98.64 | 99.92 99.28 0.10
ThreaTrace | 72.23 | 99.01 83.52 2.78
DARPAE3 Trace Magic 99.17 | 99.73 98.92 0.12
(Ours) 99.64 | 99.97 99.81 0.04
ThreaTrace | 89.45 | 99.26 94.10 0.28
DARPAE3 Cadets Magic 93.24 | 98.27 95.68 0.21
(Ours) 96.84 | 99.54 98.17 0.12
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Figure 4 Comparative experiment on latent embedding dimensions
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ing layers

2 ) AR I S RS e P RO, K
fI14¥ {0.0005,0.001, 0,002, 0.005,0.01} 3 [l P4 32E 47 1 il
Ko WA 6 JT 7, B /N ) 2 3T 32 5 BURE Y i S50 B
18, 7 [ R R gk B B DA . TR 22 > %
W) S B LRl BERFRE , 92K oK B S BOK , e 4k
RESIN T [ SEERIERT , 2% 2] %654 0.001 B, A7 g 6
SR R B s AR R B RS

AT T BN B BER RS R . an &l 7 B,
FATMHL T 0.1~0.9 Z B A RHERS 2R . Y gD R )
A, FE A A 55 3k T B B R T A ) B B L
TREEFRAE , S8R R AN . B MRS SR A 1R



100 A F A E 2L

B AUC B RH% 13

95

TERER /%

80

@ AUC & HEB¥
& FINE @ QEE

75 L1 L L L
le-4 Se-4 le-3 Se-3 le-2

(I E SR

Figure 6 Comparative experiment on learning rates

1Ry, AL AT 55 PR JEE 30, 3 ol AR 2 o] TR R PR 4
TR SCAE R PRRERE Z 4R 71 o A A A vy, 0 2%
WeIR I Z S5 K, S BCE R SCFBR 2 BRI L
WS, PERE SRR I o R AT BUE RS A 0.5,
TR R AR AL

100

95

9

TR /%

85

80

@ AUC - FiR%E

& FIH 4 ARE%E

T 30 50 70 9%
HL%/%
7 RIS LS

Figure 7 Comparative experiment on masking rates

B, AT T A SCH A B2 IR AR HE 1 5 1 7Y
TR B b . Gl 8 BTN, FRATINAR T — AN [H] 1
ikt (0.2,0.3,0.5).(0.5,0.2,0.3) F1(0.2,0.5,0.3) .
ST SRR (0.2,0.5,0.3) BT HE 3RS T R A 52
a5 . ATHIIN X — e I e s 8 BT
Jey TN Ay L T S AN R, FEWIUR B’ APT 2GR
R O R AR AT AR AR I AE R 0 00 L S5 8 S A 28 AR
R, — A B E AR 5 AR N 7 [R) Y S s
FASH) o 3 ik HE N A N A R R A IR A iR
I T8 (A TR YR A 2 2] 3 b S ) L AR R 1) T SO A
SRR R AT AR 0 A AR A R AR X
P A Ik B AR T L (H AE TN 2 By B B A
B, A] BE 4 0 BB R X 56 Bl R R4 B e R 0,
PR B8 — A3 /N R E A9 A DAL A R JE e 5] 2 R £ ] %
¥ i e TR BNEEAE  — N EEM AT EA
RVEHN R LT 8 A B IRRE . X — LB
8T R 7 11 76 2 > AR IR 4 M e 3t RS, 2 T
SARHMIE EE.

4.5 HBRILIE
h TSR FRATTAE SR vh £ A RO A A R A R, TR

@A FLoy¥ B fEEER
981+

96

94

TERERY /%

92F

90

0.2,0.3,0.5

0.5,0.2,03
HERSACEL/—

K8 JZURALHERD BE L Fil 52 56
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It T —RINER LS . RATELE S T =K
T (1) J2 UK Tk 4 1) 5 I A 48 B AL 48 A 1) P B e
(2) 1 SR R SCH 2k X AR R 3R R g ) IS
(3) A 3 I 5 R I 7 3k R ¢ 1 b G B 9 )
e A LU TE E3-Trace 0¥ 4 I 3EAT .

(D FRATX T BEVLHERD | 2p— SR W HERS | 4 70 il
AR DL R TR AT R AR B RS LA RS .
9 i n g R R, AT R AR M = SR Al & 7 2 L
5T e TERE , B JF A AT S b S, TR — b 2 R
R HLHD - B o A Y ) i b B4 SR L R B AT R R
PE = AR B AT 55 o X AP 2 IR 2= S BLH R AL
AN T 45 B SR, I T A B A B R R A R A
Fw PO B R T SR o TR G BE ML A 3R
s TCA T 90 VR T v T A 25 SR A ) B TR O
B T o TR SR 2%, S B R M L 2 o] B2 A i X
FE o AHEZT, FRATEE H 02 AL S MR R I i
1 5SS A A TGS S Ul fi A
A, L Re Y W L TREPLIEZ . XESE T4
B M R B 5 A O R R R 2R ) B X
HE,

0.2,0.5,0.3

100

B AUC BB Kt
98 - EE F14r% B HlE%

96

94

92 r

PERER Y /%

88

86

BOHLIERS MR

9 AN R I 3 W T i S 6

Figure 9  Ablation study on different masking strategies
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Figure 10 Ablation study on node-level local context
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Figure 11 Ablation study on different detection methods
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Table 6 Time and space overhead analysis
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